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As application designers add network-
ing capabilities to a host of new devices, 
there are a number of important issues 
that must be considered when creat-
ing or purchasing networking software. 
These issues include compatibility with 
other applications, security, scalability, 
footprint/performance tradeoffs, and 
standards compliance. In this article, 
Kenneth highlights some of the more 
significant standards in the networking 
arena.

Web standards 
A variety of rules and standards are in 
place that affect the manner in which 
computers and other devices connect 
to the global system of interconnected 
computer networks that we know as the 
Internet. For example, a Web-enabled cel-
lular phone connects to the Internet using 
the same protocols whether it is used in 
Brussels or Boston. 

Although most of these standards are 
invisible to the everyday user, they impact 
the design and use of networked devices 
across the globe. Several entities oversee 

the many standards that ensure techno-
logical interoperability among connected 
devices. These standards allow computers 
and other devices to communicate, store, 
and share information. 

IETF protocols
The success of the Internet can be directly 
linked to the fact that networks around the 
globe have been programmed to speak the 
same language. The Internet transmits data 
by moving packets of data across nodes, 
using standardized procedures known as 
Internet protocols or the Internet protocol 
suite. 

The Internet Engineering Task Force 
(IETF) and its working groups oversee 
the development and administration of 
these protocols. The IETF publishes its 
protocols and specifications as part of its 
Request for Comments (RFC) document 
series.

TCP/IP suite
The marked expansion of the Internet in 
the late 1970s and early 1980s led to the 
Transmission Control Protocol/Internet 

Protocol (TCP/IP) suite to become the 
preferred protocol for local- and wide-
area networks. TCP/IP is currently 
designed into almost any system that 
requires networking, from personal com-
puters to networked embedded real-time 
systems. 

Adopted in 1983 as a replacement to 
the original communication system, the 
TCP/IP suite involves layers of protocols 
that together form a TCP/IP stack. It is 
named after its two key protocols, TCP 
and IP. The Interpeak IPNET TCP/IP 
stack is shown in Figure 1, and will be 
described in detail later.

IP manages the flow of data packets from 
one node (the source node) to another 
(the destination node) using destination 
addresses known as an IP number. The IP 
protocol is found in the Network Layer. 
The Transport Layer includes TCP that 
ensures that data arrives at its intended 
destination in an accurate and complete 
manner. TCP will recognize any transmis-
sion error and call for a retransmission if 
necessary. 
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IPv4 and IPv6 addressing
We are currently experiencing a shift in 
the Internet addressing system because 
an increasing number of mobile devices, 
such as PDAs and mobile phones, require 
Internet connectivity. This also means that 
they require Internet addresses in order to 
communicate. 

The current IPv4 Internet protocol uses a 
32-bit addressing scheme that allows for 
approximately 4 billion addresses. This 
was thought to be an adequate number in 
the 1970s when IPv4 was developed, but 
now Internet usage is expected to jump 
from one or two devices per household 
to possibly several dozen. The 4 billion 
allowable addresses would therefore be 
quickly exhausted.

The newer IPv6 Internet protocol uses 
a 128-bit addressing scheme and is cur-
rently being implemented. The devel-
opment of this Internet protocol in the 
mid-nineties was followed in 1999 by 
the establishment of the IPv6 Forum. The 
mission of this open forum is to promote 
an interoperable implementation of IPv6 
standards (www.ipv6forum.org).

IPv6 READY logo
As more companies seek IPv6-enabled 
tools, a new standard has emerged that is 
overseen by the IPv6 Forum. Although the 
IETF has sole authority for IPv6 protocol 
standards, the Forum may develop other 
tools that encourage operational use of 
IPv6. An emerging standard implemented 
by the Forum is the IPv6 READY logo. 

Comparable to an accreditation, this logo 
program provides a centralized approval 

system for products that will lead the tran-
sition to IPv6. Overseen by the Forum, 
the program helps users to identify IPv6-
enabled products that are fully interoper-
able with other IPv6 devices and equip-
ment. Once approved by the Forum, an 
accepted product may bear the logo to 
notify developers that it is fully compliant 
with existing IPv6 standards. 

The application process includes a series 
of conformance and interoperability tests 
in multi-vendor environments. These tests 
are overseen by the TAHI Project, a col-
laborative group that develops and main-
tains verification technology for IPv6 
(www.tahi.org).

Interpeak IPNET
The Interpeak IPNET TCP/IP stack 
(Figure 1) is compatible with IPv4 and 
IPv6, and includes the four key layers that 
comprise a stack: the Link Layer, Network 
Layer, Transport Layer, and Application 
Layer.

The figure illustrates the adaptability of 
the protocol stack, and the integration of a 
large number of security and networking 
applications into the protocol stack. For 
example, in the Application Layer, appli-
cations such as Mobile IP, SNMP, SSH, 
SSL, IKE, and Radius appear. 

The security protocols, which are shown 
in orange, are incorporated into the 
Network Layer. This fairly deep position 
of the security protocols provides inherent 
protection for the higher-level protocols 
and applications. In other words, if a stack 
incorporates certain features and/or func-
tions, the higher-level application that uses 

the stack may not require those features 
within the application itself. Security, for 
example, becomes increasingly important 
as a greater number of devices and sys-
tems interact over the Internet. Application 
designers therefore benefit as security is 
handled at the Network Layer level and 
they do not have to build it into their own 
application.

The challenge to network enable your 
embedded device increases as the Internet 
protocols and standards continue to 
evolve. Yet, thoughtful design will ensure 
that your networking capabilities are as 
future-proof as possible, and that you 
have all of the features and functionality 
necessary to communicate safely and suc-
cessfully over the Internet.
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