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New 
fingerprint 
subsystem 
brings 
biometrics 
to the
mass market

Fingerprint sensor 

provider AuthenTec, 

Inc. needed a more powerful 

microprocessor for their 

next generation Embedded 

Developers Kit (EDK) – one 

that could perform ever 

more complicated matching 

algorithms in less than half 

a second, yet was cheap 

enough for use in consumer 

products. Surprisingly, 

the solution came from a 

traditional DSP company. 

By Kevin C. Kreitzer, Alan Kasten

Introduction
The AuthenTec AFS8600 EDK is a reference design that customers may embed directly 
into their products, or customize to their needs. As the latest in a series of EDKs for 
various AuthenTec sensor families, it offers fingerprint biometric solutions for around 
$35, helping to fuel the 60% growth through 2005 predicted by the International 
Biometric Group.

Sensing the fingerprint
There are two parts to fingerprint authentication – sensing and match detection. How do 
you sense a fingerprint? This reference design uses the AuthenTec FingerLoc® AFS8600, 
with its patented TruePrint® technology. Competing solutions are typically optical or 
capacitance-based. Because optical sensors can only see the surface of the skin, their 
images are degraded if the fingerprint is contaminated with dirt or oil. DC Capacitive 
sensors are also surface-based imagers. They detect the fingerprint ridges and valleys, and 
their performance degrades if the finger surface is worn or dry. TruePrint avoids these 
issues by using RF technology to measure below the surface of the skin to the live layer. 
Match accuracies are measured in terms of the False Accept Rate (FAR – the probability 
of matching a non-matching fingerprint), and the False Reject Rate (FRR – the probability 
of incorrectly rejecting a matching finger). The AFS 8600 achieves an industry leading 
FAR < 1/10000, and FRR < 1/1000.

Matching the fingerprint
Sensing the fingerprint is only half the battle. A processor must then take the raw sensor 
data, reduce it to a manageable data base, and perform match validation. AuthenTec has 
developed proprietary matching library software to perform this function. The software 
requirements were C source code, to be able to perform a one-to-one fingerprint match in 
less than 500 ms, and to achieve match scores within acceptable tolerances of the library 
reference model. As the matching algorithms become more sophisticated, more processor 
muscle is required to obtain the 500 ms match time. In addition, AuthenTec wanted to 
reduce the cost in order to make consumer grade products viable.
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The answer
The answer came from an unlikely source. 
Analog Devices, Inc., which is traditional-
ly known for its DSPs, has introduced the 
ADSP-BF531 as a new low cost member 
of its Blackfin™ family. The Blackfin 
performs microcontroller functions with 
dexterity comparable to its DSP functions. 
In this application, the ADSP-BF531 was 
essentially an inexpensive 800 MIPS 
microprocessor. The sensor side of the 
AFS8600 is shown in Figure 1, and the 
processor side is shown in Figure 2.  

Building the product
The EDK hardware consists of the sensor, a processor, a boot Flash, and an SDRAM. The 
sensor can be connected to the processor with any number of serial interfaces. In this case, 
a UART was chosen in order to leave the SPI port open for host communications. A number 
of additional interface configurations are possible using an optional connector interface.
The AFS8600 EDK block diagram is shown in Figure 3.

The ADSP-BF531 has 32 Kbytes of internal code SRAM, and 20 Kbytes of internal data 
SRAM. If necessary, 16 Kbytes of internal code SRAM, and 16 Kbytes of internal data 
SRAM may be configured as cache instead. Because of the large size of the fingerprint 
matching library, nearly all of the code and data went into external SDRAM. The caches 
would have to perform extremely well in this circumstance, and they did not disappoint.  
Table 1 lists the average times for a one-to-one match. Note that the times are well below 
the 500 ms requirement. It should be noted that the core clock could be reduced to half of 
its peak rate, and still achieve the required match time. Because the Blackfin can lower its 
core voltage when the clock rate is reduced, this can result in a significant reduction to the 
Blackfin’s already low active power consumption.

Validation
To validate the match time results, a test was run on the Blackfin to compare its match 
scores to those obtained with the same matcher library running on a PC. This was 
accomplished with canned fingerprint images so that the enroll and verify images are 
identical. If the match scores computed on the embedded platform are identical to those 
on the PC, then there is confidence that there are no compiler bugs or idiosyncrasies in 
the embedded platform that would cause the matcher to malfunction or give incorrect 
results. The test was performed with two sets of five different canned images. The match 
scores from the Blackfin were identical bit-for-bit to those from the PC – a rare occurrence 
for an embedded processor.Figure 2

Figure 1

Figure 3

Table 1

 Core Clock Bus Clock Average Match Time

 396 MHz 132 MHz 167 ms

 198 MHz 132 MHz 336 ms
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Conclusion
The excellent match accuracy of the 
AFS8600 combined with the 800 MIPS 
performance and low-cost of the ADSP-
BF531 have made fingerprint biometrics 
viable for consumer market adoption.
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“A number of 
additional interface 
configurations are 
possible using an 
optional connector 

interface.”


